[image: image2.wmf] 


A Summary of Discussions from

“EMERGING THREATS TO ENERGY SECURITY and SAFETY” 

  A NATO-sponsored Advanced Research WORKSHOP
23-25 January 2004 in Windsor Castle, UK

-INTRODUCTION: Aims of the Workshop

-CONTENTS OF DISCUSSIONS: 

1. An emerging energy demand/supply imbalance

2. “The End of Cheap Oil”

3. Dangerous impacts on the global economy

4. Changes in Oil Market Leadership

5. Iraq approaches “boil-over”

6. Technology Transfer Stifled

7.  The Caucasus Impasse

     8.  North African Surprises

9.  UK Energy Policy

-SPECIAL SESSIONS:   

· THREATS TO SHIPS

· THREATS TO PORTS

· THREATS TO PIPELINES

-CONCLUSION:  

“TROUBLE AHEAD…the global economy appears to run into energy/politics collisions roughly every ten years. The next one is approaching fast.” 

=======================================

Executive Summary of the WEG/NATO 

Energy Security Workshop

AIMS 

The aim of the WEG/NATO workshop was to review global and regional threats to energy security, political stability and economic prosperity. This was in order to identify possible flashpoints and to explore effective responses and remedies including enhancing public/private sector co-operation.

STRUCTURE AND METHOD

Detailed assessments of current and prospective energy demand and supply were applied to the USA, UK, China, Japan and South East Asia, Iraq and Saudi Arabia, the Caucasus, Latin America (mainly Venezuela) and North Africa (mainly Libya). Three special sessions were devoted to Threats to Shipping, Threats to Ports and Threats to Pipelines.
PARTICIPANTS  - 46  (see list attached). They included:

· The Foreign Minister of Georgia

· The Deputy Assistant Secretary of State for Energy, Department of State, USA

· The Secretary-General of the new International 

      Energy Forum (60 Energy ministers), Riyadh

· Ten serving Ambassadors; 8 former Ambassadors

· Representatives of NATO and FCO London

· Representatives of British Gas, BP, Shell, Chevron

WEG PROGRAMME 2004/5

- The NATO Secretariat will publish the research papers and commentaries in book form.

- 4th March 2004, Bahrain Ambassador’s Residence. First in a programme of five Ambassadors’ Briefings and Dinners has been arranged.

- June 23rd 2004, The Athenaeum, London. WEG will hold a one-day follow-up Seminar with breakout committees under headings to be discussed with NATO.

- Invitations have been received to deliver briefings in Brussels (NATO/EU), Kuwait, Bahrain and Qatar.

- Discussions with FCO have been arranged to tailor briefings and seminars to meet their needs.

- All the sponsors will receive copies of all WEG reports and briefings as soon as they are available.

- 28th–30th January 2005 will be WEG’s next annual meeting at Windsor Castle.

===================================================

“EMERGING THREATS TO ENERGY SECURITY and SAFETY” – by Paul Tempest
1. AN EMERGING ENERGY DEMAND/SUPPLY IMBALANCE

The IEA expect global energy demand to rise by 66% by 2030 with 90% of the increment supplied by fossil fuels, mainly oil.

The Gulf oil producers, holding two thirds of total global proven oil reserves, would have to account for most of this increment and for the replacement of depleting production elsewhere.

Such a doubling or even tripling of Gulf oil production capacity would require a massive infusion of external capital and new technology. This looks in present circumstances to be highly unlikely, given the degree of political turbulence in the area, the reluctance of the capital and financial markets to take on such risks and the determination of several governments to protect their own national companies to the point of failing to provide adequate incentives for the international oil companies to participate fully.

2. “THE END OF CHEAP OIL”

Competition for Gulf oil exports is therefore likely to be intense with South-East Asia taking the bulk and an increasing share. US expectations that US oil imports will double to 24 mbd by 2030 will further distort the market and can only be achieved at the cost of denying supply to the developing world.

Oil prices have remained broadly within the US$22-28 OPEC band for the last four years and are now moving beyond the upper limit. Yet industry estimates of the global clearing price for oil is mainly within the US$ 16-18 range, implying that the difference is an anxiety premium caused mainly by political turbulence in the Middle East.

3. DANGEROUS IMPACTS ON THE GLOBAL ECONOMY - A NON-SUSTAINABLE ENERGY PROSPECT

Periods of high oil prices have always had adverse impacts on global economic growth, just as low oil prices have always acted as a stimulus. Already, continuing high oil prices are seen to be hindering growth for later this year. Whereas the rest of OECD (Organisation for Economic Co-operation and Development) industrialised countries are partly shielded by the weakening of the US $, the impact on the US economy, which is already slowing, and on most developing countries could be severe.

One quarter of the world population has no access to electricity and many more rely on wood, residues and dung for cooking and heating. Even on assumptions of the persistence of the average GNP growth over the last 25 years, the number of people without access to electricity is 2030 is unlikely to be below the current level. The steeper the economic rollercoaster caused by oil price spikes, the less chance there will be to reach the IEA target of 75 million new connections per year and the greater the likelihood that global energy poverty will increase rather than decrease.

4. CHANGES IN OIL MARKET LEADERSHIP

Russia (9.0 mbd this year) has overtaken Saudi Arabia and the USA (each about 7.8 mbd this year) as the leader in oil production.  Iraq is widely thought to be capable of producing 4-5 mbd by 2010 and possibly 15-20 mbd by 2030. Many of the discussions pivoted around the issue of political stability in Russia and Saudi Arabia.

Most contributors considered the IEA assumption of a rapid rise in Saudi production to 19 mbd to be highly unlikely, and indeed, an industry report which is soon to be published predicts the contrary: imminent collapse. Yet the consensus view, although vigorously challenged, was that Saudi Arabia would remain the indispensable provider of surge capacity until 2010 at least.

China (5.7 mbd) has outstripped Japan as the second largest oil consumer. Chinese oil imports are predicted to rise from 2mbd in 2003 to 6 mbd in 2010 and 15-20 mbd by 2030.

5. IRAQ APPROACHING “BOIL-OVER”

Despite considerable and mainly unsung progress in restoring Iraq’s economic infrastructure over the past six months, the projected transition to Iraqi control at mid-04 looks precarious unless the proposals are endorsed by the 60% Shi’a majority (see Special Session C).

The possibility of a break-up of Iraq, whether sooner or later, becomes clearer. In the light of this eventuality, a serious contingency plan is needed.

       “ While there are now no known national threats 

                   to the boundaries of the USA or Europe, there is 

                   no boundary to the global threat of Al-Qaida and 

                   other international terrorist organisations. Our

                   defence forces are largely equipped for Cold War 

needs, not for the rapid-response needs we now face.”
6. TECHNOLOGY TRANSFER STIFLED

The International Oil Companies provide a rapid and efficient transfer of petroleum technology and effective management where they are permitted to operate. Many oil and gas-producing countries overprotect their national companies to the point of denying IOC access on commercial terms.     

7. THE CAUCASUS IMPASSE

Rivalries between the USA, Russia and the EU overshadow efforts by the Caucasus States to develop export capacity for their oil and gas. Political meddling and attempts from outside to control the economy of the region explain the numerous development delays.

8. NORTH AFRICAN SURPRISES

Rapid development of North African oil and gas resources following political détente may alleviate the competitive weakness of Europe in securing adequate imported oil and gas. Sanctions on Libya have been easy to impose, most difficult to dismantle. US policy is still based on a “wait-and-see” step-by-step policy as Libya demonstrates compliance.

9. UK ENERGY POLICY

There is little sign of contingency planning as the UK returns to net gas import dependence (2005-6) and oil import dependence (2010) and coal imports (currently 50% of consumption) continue to rise. Nuclear capacity will also have run down sharply by 2010. UK Government expectations that wind-power will be able to provide 10% of UK electricity may be exaggerated.   

====================================================

SPECIAL SESSION A  - THREATS TO SHIPS

Shipping of crude oil and products, which are equivalent to 57% of global oil production, is vital to the global economy, vulnerable to terrorists and the problems are poorly understood. Some 90,000 ships move 2,000mn tons pa. 

The fleet of LNG carriers is likely to triple within 10-15 years and are getting larger – in the next generation of carrier, they will be 150,000 tons each.  A vapour cloud from a damaged LNG vessel will, on ignition, have the impact of detonating a hydrogen bomb.

The main hazards are:

· Ship-seizure by pirates who then transfer and sell the cargo, disguise the ship and ransom the crew. SAS simulations indicate that fewer than 8 minutes would be needed for regaining control of a captured vessel between touching the ship’s side and taking over the bridge.

· Ramming – this mostly occurs close to shore and often causes massive spills and pollution.

· Infiltration of Ship by terrorist cell working among crew.

· Actions by environmental groups (e.g. the seizure of

The Brent Spar by Greenpeace)

The four most dangerous choke-points for the oil trade are Hormuz (15.5mbd), Malacca Straits (10.5 mbd), Bab al-Mandab (3.3 mbd) and the Suez (0.8 mbd). Collision in congested waterways is not uncommon: in 2 months recently the IMO reported 8 collisions in the Malacca Straits which, along with Indonesia, heads the IMO list of 445 piracy attacks in 2003.

This session examined detailed studies of the impact of a blockage of the Malacca Straits, which might be closed from 3 weeks to 3 months adding 3-5 days to voyage time between the Gulf and Japan.

Remedies discussed included security alert systems, electric fences around the decks, enhanced naval protection, stricter vetting of crews and port operatives. There is little enthusiasm for ships to carry weapons and grenades.

SPECIAL SESSION B – THREATS TO PORTS
· Ship used as a bomb in a port city/area (e.g. Boston or Tokyo Bay)

· Inadequate Energy-Related facilities at Ports.

· Threats posed by lack of thorough inspection at international ports (2% shipping freight is checked)

SPECIAL SESSION C – THREATS TO PIPELINES: 

AN IRAQI CASE STUDY

This session relied on up-to-the-minute reports by security forces and a leading private security company in Iraq.

Iraq’s main 669KM oil artery, the North/South pipeline is more or less out of action in the North on account of sabotage. The bulk of Iraqi oil exports now run southwards through the area under British protection:

· Internal resistance is driven by a complex variety of political and personal motives. There is a general resentment of foreign occupation and an awareness of the risks of power shifts through the period of transition.

· From outside, resistance is reinforced by radicals pouring into Iraq, many with al-Qaida support

· Urban unrest re lack of electricity, water, security etc is rising

· Tribal unrest on tribal boundaries is endemic.

Threats to security are becoming more diverse and complex. Without any control or customs inspection on the Iraqi borders, al-Qaida has almost 100% freedom of movement.

Remedies include establishing tight control of the borders, introducing more trunk-road checks, extension of the “cash-for-arms” scheme and the building up of a network of new medical centres and hospitals, all of which provide a stream of valuable local intelligence.

The security of the pipelines has been largely handed over to contracted Iraqi companies who complain that the State must be active in supervising overall responsibility, which is currently lacking.

CONCLUSION

The two discernible Middle East flashpoints in the year ahead are Iraq and Saudi Arabia. There are high hopes of normalisation of relations with Iran and Libya. Palestine remains a pan-Arab rallying cry. Oil market leadership is entering a process of change. In the longer-term, acute competition for Gulf oil and gas exports looks extremely likely and will present the lead-consumer governments with new and difficult challenges.
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“Emerging Threats to Energy Security and Safety”

                

NATO Advanced Research Workshop

                 

23-25 January 2004 in Windsor Castle

PARTICIPANTS

CAUCASUS

· Ambassador Tedo Japaridze, Foreign Minister of Georgia

· Ambassador Vafa Guluzade, ex Ambassador, Counsel to President of Azerbaijan
USA

· Paul Simons, Deputy Assistant Secretary of State for  

Energy, Department of State, USA

· Robert Ebel, Director, CSIS, Washington

· Dr Herman Franssen, ex Chief Economist, IEA, Paris
RUSSIA

· Evgeny Velikhov, President, Kurchatov Institute, Russia

· Dr Rafael Khakim, Counsellor to President of Tatarstan

· Anna Tsporkina, President Eurasian Technology/Professor Kazan State University 
UK

· Lord Howell, ex Secretary of State for Energy and President of the British Institute of Energy Economics

· Robert Priddle, Former Executive Director, IEA
· Andrew Levi, Head of Energy, Aviation, Marine, Foreign and Commonwealth Office, London

· Paul Tempest, Vice-President, British Institute of Energy

· Alan Michael, FCO London
MIDDLE EAST

· Ambassador Arne Walther, Secretary-General, International Energy Forum, Riyadh; ex Norwegian Ambassador to India & Austria

· Ghayth Armanazi, ex Arab League Ambassador to UK

· Sir David Logan, ex Ambassador to Turkey
S.E. ASIA

· Kunio Katakura, Professor and ex-Japanese Ambassador to Iraq, UAE and Egypt 

· Mitsuro Itoh, VP JNOC, London

· Kyoshi Mori, JETRO

 EUROPE
· Ioannis Samouilidis, EU Energy Security

· Andrei Konoplianik, Deputy Secretary-General, Energy Charter Secretariat, Brussels

· Anastasios Katsanos, Professor, Technical University of Crete and NATO adviser
NORTH AFRICA

· Francis Perrin, Editor, Arab Oil and Gas, France

· Oliver Miles, ex Ambassador to Libya
CURRENT LONDON AMBASSADORS ATTENDING BRIEFING
· ALGERIA–HE Ahmed Attaf  

· AZERBAIJAN-HE Rafael Ibrahimov           

· GEORGIA–HE T Mamatsashvili  

· KAZAKHSTAN-HE E Idrissov

· LEBANON-HE Jihad Mortada          

· MOROCCO Deputy Ambassador E Fardani

· NORWAY-HE T Brautaset        

· VENEZUELA-HE A Toro-Hardy

SPECIAL TECHNICAL SESSIONS

· Tatsuo Masuda Vice President of JNOC, Tokyo and former Director General of APERC

· Patrick Adamson, Chairman, MTI Network

· Charles Trelawny, STO, International Maritime Organization

· John Davidson, Managing Director, Rubicon International

· Robert Weir, Senior Adviser, Rubicon International
MAJOR INTERNATIONAL COMPANIES

· Michael Smith, Head of Energy Analysis, BP plc

· Wim Thomas, Global Business Environment, Shell Group

· Alan Stott, Managing Director, BGC Iran, British Gas plc

· John Flynn, Adviser, Chevron

MAJOR BANKS

· Adam Sieminski, Senior Energy Analyst, Deutsche Bank

· Graham Ziegler, Managing Director, National Bank of Kuwait, London
WEG



· Sir David Gore-Booth, Chair
· Paul Tempest, Executive Director

· Ian Walker, Secretariat 

· Geoffrey Hancock, Research Studies
INSTITUTE OF APPLIED SCIENCE; TRILATERAL

· Phil Petersen, Director IAS    

· Derek Robinson, Director, Trilateral          

· Dr Duncan Wood, IAS Research Director       



WEG SECRETARIAT

· Constantin Atnas

· Eveline Claesson

· Hugo MacPherson

APOLOGIES
Two members of the WEG International Panel sent apologies: Dr Wang Tao, ex-President of CNPC, Beijing and Dr Norman Gall, Director, Fernand Braudel Institute for the World Economy, Sao Paulo.

THE WINDSOR CASTLE LOCATION

For the information of participants, meetings were held as follows:

THE VICARS HALL 1515-1528  - Main Sessions, Ambassadors Dinner

THE DUNGEON 14th Century    - Ambassadors Briefing

ST GEORGE’S CHAPEL 1475-1580  - Late Night Tour by Warden

HENRY VIII GATEWAY  - 1430-70  - Security Clearance

CATHERINE OF ALEXANDRIA Dining Room – 1383 - NATO-WEG dinner  

LOWER WARD BATTLEMENTS – 16th Century – Scottish Bagpipe Music by Hugo MacPherson

ST GEORGE’S HOUSE – 18th-19th Century – Accommodation, lunches etc
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Windsor Energy Group,

132-135 Sloane Street,

London SW1X 9AX +44 207 591 4816
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